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4, FHARZAIEY)|, BUEARR, FHEESE WiFi #

-1 -



o
HA B R AR X R A, RIHERMAHEE, ARER
G& AT

MtE: 1. B& B A il WPA2 A2 £ N R, pdf
2. Z B BikEg. FRAS KA T 4. docx

‘Tﬁbﬁ: lé‘}% Eﬂﬁgdi‘%‘&

ExFEERS B R 2007 11 A 13 H K

-2 -



{5 B Z WM aait

E{EM (2017) 5 29 #§

R ZAMEPR 2017410 H17 H

JeSkpk M bh il WPA2 F21E 2/ ik

2017 4 10 A 16 B, WHHEXAXFATRELITH %
https://www.krackattacks.com/#, HA X% (WiFi) BhX &% %
FRA WM WPA2, HEEZANRR. AFHTEE T WiFi BE 1
REAEAEHERE (Key Reinstallation Attack, KRACK ) &3
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Tt BRSEREL, EZRHTLBHBRE. ZMT
RTKEHARERE, FRARTHAM. 10 MEXHFHN CVE H E
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M4 1: KRACK X B i3Ik

CNNVD-201710-380 ( CVE-2017-13077) :

ERNXEFLERREES (PTK-TK)

CNNVD-201710-381 (CVE-2017-13078) :

ARNXEFPERARA (GTK)

CNNVD-201710-382 ( CVE-2017-13079) :

ERXRFPEEREATY (IGTK)

CNNVD-201710-383 ( CVE-2017-13080) :

EAEARFPEXAEH (GTK)

CNNVD-201710-384 ( CVE-2017-13081) :

EHFARFPER RELAEH (IGTK)

CNNVD-201710-385 ( CVE-2017-13082) :

BXEH ke tkE BSS 14k (FT) TH X

BAR, RERFANEEZAPEES (PTK-TK)

CNNVD-201710-386 ( CVE-2017-13084 )

: 7 PeerKey # ¥ ® E STK %4

CNNVD-201710-387 (CVE-2017-13086)

: £ TDLS ( Tunneled Direct-Link Setup, i

EEaway) #F P EE TDLS PeerKey (TPK)

CNNVD-201710-388 ( CVE-2017-13087) :

HEXAEH (GTK)

AL LR EEE (WNM) Pk B A ¥ R

CNNVD-201710-389 ( CVE-2017-13088 ) :

ERE4%4 (IGTK)

AL LMLEAH (WNM ) HRIE B i
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A 3 EFE:

1. R BANRS k&I A B, B ViFi BE B8R
FHHZ4e, MEFMNATHUASH6E, & ViFi AP HF
FEROB i B9 3 72 VT

2. XM HFHAREHNOAA T XL E Y& AP, 4H P
gDkt thi WiFi ¥ E L, AWEZAEENHE. BE
W &

3. mFHEEE WiFi AP, VWiFi BB REE WM X
AR AWMUV B A X AT 7 AR Sk 5] B
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b< 4 i HT
Aruba Networks http://www.arubanetworks.com/assets/alert/ ARUBA-PSA-2017-007.txt
. https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/ci
Cisco
sco-8a-20171016-wpa
hitps://github.com/espressif/esp-idf
Espressif Systems | https://github.com/espressif/ ESP8266_RTOS_SDK
https://github.com/espressif ESP8266_NONOS_SDK
] http://docs.fortinet.com/uploaded/files/3961/fortiap-v5.6.1-release-notes.
Fortinet, Inc.
pdf
FreeBSD Project | # %
Google X
HostAP https://w1 fi/security/2017-1/
Intel fion https://secu-rity-cmwr.intel.com/advisory.aspx?inteli#INTEIfSA—OO101
T &languageid—en-fr
Joniper Networks https:/kb juniper.net/InfoCenter/index?page=content&id=JSA 10827 &ac
tp=METADATA
Microchip http://www.microchip.com/design-centers/wireless-connectivity/embedd
Technology ed-wi-fi/wpa2-protocol-vulnerability
Microsoft https://portal msrc.microsoft.com/en-US/security-guidance/advisory/CV
Corporation E-2017-13080
OpenBSD L B
Peplink https://forum.peplink.com/t/security-advisory-wpa2-vulnerability-vu-228
519/12715
Red Hat, Inc. X
Samsung Mobile | .t
https://source.sierrawireless.com/resources/airlink/software_reference d
Sierra Wireless ocs/technical-bulletin/sierra-wireless-technical-bulletin—wpa-and-wpa2-
vulnerabilities/
https://tgcs04.toshibacommerce.com/cs/idcplg?IdcService=FLD_BROW
SE&path=%2fCommunications%2fSecurity%20Alerts&doMarkSubscri
bed=1
Toshiba http://www.toshibacommerce.com/
Commerce https://www.toshibacommerce.com/forms/anon/org/app/e8ee98aa-3101-
Solutions 4218-8ac3-1d50c7342299/launch/index html?form=F Form1

https://www.toshibacommerce.com/wps/myportal/%2 lut/p/al #ZRNcS8Ig
EIZ_Sw8eGQhJCDmmWr8abW2dgcnFoYQoTiDRRK399UXrWOIUz
gws7A87y6z88IUzmCq2U4uWCNLzYpjnJJ5-ExR_wnhYa-LAxTRid-j3
UcHDTB8gylMuW6qZgkToVtoW StRQIrs6-8dbEQhWC1MyKgNLAB
GDijlf1 YIVN7I5AF4qtdW Sn2TrI7J

-5.
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Cisco Meraki MR52

Cisco Meraki MR53

Cisco Meraki MRS58

Cisco Meraki MR62

Cisco Meraki MR66

Cisco Meraki MR72

Cisco Meraki MR74Cisco Meraki MR84

Cisco Mobility Express

Cisco WAP121 Wireless—N Access Point with Single Point
Setup

Cisco WAP321 Wireless—N Access Point with Single Point
Setup

Cisco WAP371 Wireless—AC N Access Point with Single Point
Setup

Cisco WAP551 Wireless—N Single Radio Selectable Band
Access Point

Cisco WAP561 Wireless—N Dual Radio Selectable Band
Access Point

http://www. espressif. com/en/media_overvie
w/news/espressif-releases—patches—-wifi-vu

Espressif Bk ESP8266 lnerabilities—cert-vu228519?position=0&11
Systems st=nYFarqwM8ge2GgbOKK]J7XtnYePpzGN7rv1LOFE
U1R3I
Bk ESP32 ESP-IDF released versions v1.0, v2.0 and v2.1
Fortinet .1 . http://docs. fortinet. com/uploaded/files/3
FortiAP 5.6.1L N
nc & ortt 6. 1LUF (Fa) 961/fortiap-v5. 6. 1-release—notes. pdf
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Windows Server 2008 R2 for x64-based Systems Service Pack

L Qs )
w4 Windows Server 2012 R2 (Server Core installation)
wiE Windows 10 Version 1511 for 32-bit Systems
Windows Server 2008 for x64-based Systems Service Pack
Ly ¢S 9
E5gGd Windows 8.1 for 32-bit systems
] Windows 8.1 for x64-based systems
Windows Server 2008 R2 for Itanium-Based Systems Service
L
Pack 1
Qs Windows Server 2012
Windows Server 2008 for x64-based Systems Service Pack
L Qs . .
2 (Server Core installation)
Windows Server 2008 for 32-bit Systems Service Pack 2
L Qs . .
(Server Core installation)
w4 Windows 10 Version 1511 for x64-based Systems
w4 Windows 10 Version 1607 for x64-based Systems
LGS Windows 10 Version 1607 for 32-bit Systems
] Windows 7 for x64-based Systems Service Pack 1
L ¢as Windows 10 for x64-based Systems
Bt Windows Server 2012 (Server Core installation)
Bt Windows 7 for 32-bit Systems Service Pack 1
o fie Windows Server 2008 R2 for x64-based Systems Service Pack

1 (Server Core installation)

w4

Windows Server 2012 R2
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Toshiba

http://www. toshiba—personalstorage. cn/new

Flectric & AR %% Canvio™ AeroMobile Jo&k[H A AL </20171017. hitml
Devices &
Storage AL Canvio™ AeroCast / Canvio™ AeroCast JoZkhfifit http://www. toshiba-personalstorage. cn/new
Corpation HDTU1 10+KHC 1% s/20171018. html
wx FlashAir™ W-04 JE2% R M #k A 3\ SDHC/SDXC #£fif+ http://www. toshiba—personal storage. cn/new
THN-NW04W0640C6 s/20171017_1. html
Toshiba - FlashAir™ W-04 G2 R #k A3\ SDHC/SDXC F#f#F
Memeory THN-NW04W0320C6
- FlashAir™ W-04 JG2k Ry P #k A\ 3\ SDHC/SDXC F£fd+
THN-NW04W0160C6
https://community. ubnt. com/t5/airMAX-Upda
W& Rocket H5AC Lite, model: R5AC-Lite tes—Blog/air0S-v8-4-2-Has—Been—Released/b
a-p/2101724
BE Rocket 5AC PTP AirPrism, model: R5AC-PTP FEsA R
wE Rocket 5AC Multi-Point AirPrism, model: R5SAC-PTMP
. PowerBeam 5AC, models: PBE-5AC-500, PBE-5AC-620,
o BE PBE-5AC-300, PBE-5AC-400
Ublauiti & PowerBean 5AC 300 IS0, model: PBE-5AC-300-IS0
Networks "E PowerBeam 5AC 400 150, model: PBE-5AC-400-ISO
wE PowerBeam 5AC 500 ISO, model: PBE-5AC-500-1S0
& NanoBeam 5AC 19dBi, model: NBE-5AC-19
W& NanoBeam 5AC 16dBi, model: NBE-5AC-16
W& LiteBeam 5AC 23dBi, model: LBE-5AC-23
W& LiteBeam AC 16 dBi 120 degrees, model: LBE-AC-16-120

B

Rocket 5AC Prism, model: R5-AC-PRISM




0207 G UOT}BISOURN

¥

Gl uoTlRIGOURN a2n

dH SW PTIDAIY 25

GW/CN WeagoueN 25

SN wesgolT] 25

N dyIox0d 2%

dH/I9IN0YITY 24

¢ uoT1e1S091d 253

OTW/SK/S9EN/EN O3PTIgIaKOd 25

MoN dH/dH/SK/TK PTIDITY 28

SIN/006W/S9EW/EN/TN ©3pTIgouBN 25

GN/006N/CN 0007 UoT1elISOUBN 24

ON/SW/S9EN/EN/CN UOTIBISOURN 25

gW/unTuelT]

SW/SdD SIK/SN/006N/SOEW/EW/UnTuel T ZN/ZN 19990y R
V1L101g/d-®

q/pasea[oy-usag-sel-g-1-9A-S01Te/30Tg-S81 untuelrl/SK/cN 1911nd 23
epd-XyWIT®/G3 /Wod *juqn ‘A1 TUNWWOD //:sd11y

CNHD-DVS-dY :T9poum ‘gNHD JVG WSTIJ 31900y 25

CNZD-OVG-ddd :Topow ‘gNgD JVG Wedgromod 2

CNED-OVG-dd1 Tepou ‘ZNHD OV weagalT] 24

CND-OVG-HEAN :Tepouw ‘ZNHD OVG weagouey 2

TOVS-SN :Tepou ‘0907 Dy UOT3BISOUEN 25

OVG-SI :T9pom ‘Qyg UOT1e}SOS] 23

OVG-Sd :Topom ‘QyG UOTIeISWSLid

¥




B

Rocket M5/Titanium

https://community. ubnt. com/t5/UniFi-Updat

w& UAP-AC-Lite/LR/Pro/EDU/M/M-PRO/IW/IW-Pro es—Blog/FIRMWARE-3-9-3-7537-for-UAP-USW-h
as—been-released/ba—p/2099365

w& UAP-AC-HD/SHD
w"E UAP, UAP-LR, UAP-OD, UAP-0D5
w& UAP-v2, UAP-LR-v2
w& UAP-IW
W& UAP-Pro
wE& UAP-OD+
w& USW
w& US-L2-POE
w& US-16-XG
LG Ubuntu 17. 04 https://usn. ubuntu. com/usn/usn-3455-1/

Ubuntu i Ubuntu 16. 04 LTS
LGS Ubuntu 14.04 LTS
. Access Points: AP100, AP102, AP120, AP200, AP300, AP320, | https://www.watchguard. com/wgrd-blog/wpa-

Watchguard W& s
. AP322, AP420 and-wpa2-vulnerabilities—update
Technologi - .
. Appliances: XTM 25-W, 26-W, 33-W; Firebox T10-W, T30-W,
es, Inc. W&
T50-W
BE NHAL100-NH https://www. zyxel. com/support/announcemen
t_wpa2_key_management. shtml

ZyXel w& WAP6405
w& WAP6804
w& WAP6806
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